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Abstract— With the increasing sophistication of Al-driven
deepfake generation and image manipulation techniques,
real-time deepfake detection has become critical for
ensuring digital content authenticity. This project presents
a real-time deepfake detection and authenticity verification
system leveraging a pre-trained deep learning model
integrated into a FastAPl-based backend. The system
continuously captures frames from live webcam feeds or
screen sharing, processes them using a deepfake detection
model, and transmits results to a React-based frontend via
WebSocket communication. The detection framework
incorporates temporal consistency analysis using frame
buffering, probability differences, adaptive thresholding,
and standard deviation analysis to enhance robustness
against transient false predictions. Experimental
evaluations demonstrate the model’s ability to accurately
distinguish deepfake content from real media, making it
suitable for applications in media forensics, content
moderation, and cybersecurity. This research contributes to
the ongoing efforts in combating deepfake misinformation
and ensuring the reliability of visual media in the digital
era.

Keywords— Deepfake Detection, Real-time Authentication,
Convolutional ~ Neural  Networks  (CNN),  WebSocket
Communication, Temporal Consistency Analysis, FastAPI1, React
Frontend

. INTRODUCTION

In the digital era, verifying the authenticity of visual
content has become increasingly challenging due to the
widespread availability of sophisticated image editing tools
and Al-generated media. Malicious alterations, such as
deepfake manipulation, have been extensively used for
misinformation, identity fraud, and cybercrimes. As deepfake
technology advances, distinguishing between genuine and
falsified content becomes more complex, necessitating the
development of robust and automated detection techniques.
Conventional forensic methods, which depend on manually
crafted features and human analysis, often fall short when
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dealing with advanced forgery techniques. To address this,
the proposed project introduces a real-time deepfake
detection system that utilizes deep learning-based models to
improve both accuracy and dependability in identifying
manipulated content, ensuring the credibility of digital media.

Deepfake technology employs sophisticated Al-driven
models, including Generative Adversarial Networks (GANS)
and Autoencoders, to produce highly realistic manipulated
images and videos. These synthetic media are often so
convincing that they are nearly indistinguishable from
genuine content, making them a powerful tool for individuals
seeking to create deceptive visuals for fraudulent activities,
propaganda, or defamation. Consequently, real-time
detection of deepfakes is crucial to mitigating their misuse on
digital platforms. To tackle this issue, our proposed system
integrates a pre-trained deep learning model designed to
analyze incoming frames for indicators of deepfake
manipulation. The system captures real-time video frames via
a webcam or screen-sharing tool, processes them using a
FastAPI backend, and transmits detection results to the
React-based frontend through WebSocket communication,
ensuring seamless real-time analysis with minimal latency.

To enhance detection reliability, the system incorporates
temporal consistency analysis. This involves buffering
multiple frames, measuring variations in prediction
probabilities, applying adaptive thresholding, and leveraging
standard deviation analysis to reduce false positives. By
examining the sequential patterns of deepfake content, the
model refines its predictions and mitigates errors caused by
minor frame fluctuations. Additionally, the system integrates
preprocessing techniques such as face alignment, noise
removal, and normalization to optimize input quality before
analysis, thereby enhancing detection accuracy across
different lighting conditions, resolutions, and video qualities.
These refinements strengthen the model’s capability to
differentiate between authentic and manipulated content
across diverse datasets and real-world applications.

The proposed system is tailored to detect deepfake
manipulations across various domains, including digital
forensics, content moderation, and cybersecurity. Social
media platforms, news organizations, and law enforcement
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agencies can utilize this technology to combat the spread of
manipulated media, ensuring the integrity of digital
information. By incorporating deep learning with efficient
real-time processing, this research significantly contributes to
countering digital misinformation and reinforcing media
authenticity. The continuous evolution of deepfake
technology underscores the urgent necessity for automated
detection solutions that can operate efficiently in real-time,
positioning this research as a valuable contribution to digital
security.

To improve detection reliability, the system employs
temporal consistency analysis, which involves tracking
multiple frames, assessing variations in prediction
probabilities, and applying adaptive thresholding to minimize
false positives. The adaptive threshold (T) used for
classification is defined as:

T=p—k-c
where p denotes the average probability of a frame being
classified as real, o represents the standard deviation of these
probabilities, and k is a scaling factor fine-tuned through
experimentation. If a frame's probability score drops below
T, it is categorized as deepfake. By analyzing sequential
variations in predictions, the system enhances accuracy and
reduces errors caused by minor fluctuations between frames.

To assess the performance of the proposed model,
rigorous experimentation is conducted using benchmark
datasets containing both genuine and deepfake images. The
model’s effectiveness is evaluated based on key performance
indicators, including classification accuracy, precision,
recall, Fl-score, and AUC-ROC curves. Furthermore,
comparative analysis with existing deepfake detection
approaches highlights the strengths of our method in terms of
real-time execution, adaptability to different forgery
techniques, and resilience against adversarial manipulations.
The inclusion of multiple datasets ensures that the model
generalizes effectively across diverse sources and variations
of deepfake content, improving its reliability in practical
applications.

In conclusion, this project introduces a real-time deepfake
detection and authenticity verification system that leverages
deep learning methodologies. By integrating advanced
preprocessing techniques and temporal consistency analysis,
the system effectively enhances deepfake detection
capabilities. The ability to analyze frames in real-time with
high precision ensures its practical deployment in scenarios
requiring swift decision-making. With applications spanning
media forensics, social media security, journalism, and law
enforcement, this research plays a crucial role in safeguarding
digital integrity and curbing the malicious use of deepfake
technology. Future work may focus on further optimizations,
dataset expansion, and real-time implementation
improvements to enhance detection performance, ensuring
the system remains resilient against evolving deepfake
generation techniques. Additionally, integrating explainable
Al methods could provide better transparency in deepfake
detection, offering users insights into why a specific frame
was identified as manipulated, thereby fostering greater
confidence in automated detection systems.
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Image forgery detection is a critical research area in
digital forensics due to the accessibility of advanced image
editing tools and Al-generated content. Traditional methods
relied on manual analysis, which was time-consuming and
error-prone. The rise of deep learning has significantly
improved automated detection accuracy. Various image
manipulation techniques, such as splicing, copy-move
forgeries, and deepfake generation, pose significant threats to
digital content authenticity, necessitating robust detection
mechanisms. Early approaches utilized handcrafted feature
extraction methods like error level analysis (ELA), edge
detection, and lighting inconsistency analysis to identify
artifacts introduced during manipulation. However, these
traditional techniques struggled against sophisticated
forgeries and required domain expertise for fine-tuning.
Consequently, researchers shifted toward deep learning
models for automated feature extraction and improved
detection performance.

Convolutional Neural Networks (CNNs) have been
pivotal in image analysis, demonstrating significant
advancements in forgery detection. By learning hierarchical
spatial  patterns, CNNs effectively identify local
inconsistencies introduced by image manipulations. Pre-
trained CNN architectures such as VGG16, ResNet, and
EfficientNet have been widely used for classifying images as
real or manipulated. Despite their effectiveness, CNNs
primarily focus on local patterns and struggle to capture
global relationships, which limits their ability to detect
advanced forgeries like deepfakes. To counter this limitation,
researchers have explored hybrid methods that integrate
CNNs with frequency domain analysis and adversarial
training to improve robustness. Ensemble learning, where
multiple CNN models are combined, has also been
investigated to enhance detection accuracy.

Frequency domain analysis (FDA) is another key
approach for forgery detection, as manipulations often
introduce hidden artifacts in the frequency spectrum.
Techniques such as Discrete Fourier Transform (DFT),
Discrete Cosine Transform (DCT), and Discrete Wavelet
Transform (DWT) enable researchers to analyze images
beyond their spatial representations. Studies indicate that
forgeries frequently create unnatural periodic patterns or
compression artifacts, which are difficult to detect in the
spatial domain. By integrating FDA with deep learning,
researchers have improved the model’s ability to detect
forgeries. Some hybrid architectures combine spatial domain
analysis with frequency-based filtering techniques to uncover
hidden inconsistencies. Furthermore, novel spectral residual
analysis and phase correlation techniques have been explored
to enhance detection sensitivity.

Recent research highlights the advantages of multi-model
approaches that integrate CNN and FDA to enhance forgery
detection. CNNs extract local spatial features, while FDA
identifies hidden anomalies, making this combination highly
effective against different forgeries. Experiments have
demonstrated that hybrid models outperform standalone
methods, making them more suitable for real-world
applications. Researchers have also integrated attention
mechanisms and adaptive thresholding techniques to refine
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detection processes, increasing sensitivity to minor
discrepancies. Advanced feature fusion techniques further
enhance robustness against compression artifacts and
adversarial manipulations.

Several benchmark datasets, including CASIA,
CoMoFoD, FaceForensics++, and DEFACTO, have been
widely used to evaluate forgery detection models. These
datasets contain a range of real and manipulated images,
allowing researchers to assess model generalization.
Performance metrics such as accuracy, precision, recall, F1-
score, and AUC-ROC curves are commonly used for
evaluation. Multi-model approaches have shown promising
results, demonstrating strong potential in detecting complex
forgeries. Despite progress, challenges remain in detecting
novel manipulation techniques, improving real-time
processing, and mitigating adversarial attacks. Future
research may explore self-supervised learning, adversarial
training, and real-time deployment strategies to enhance
detection robustness. The integration of forgery detection
models into social media platforms, digital forensics, and
cybersecurity can improve digital content authenticity and
mitigate misinformation. Lightweight neural networks and
edge computing solutions are also being investigated for real-
time deepfake detection on mobile and embedded systems.

The detection of image forgery has long been a challenge
in digital forensics. Early research primarily relied on
handcrafted feature-based methods, where investigators
designed algorithms to detect inconsistencies in images.
Techniques such as ELA, chromatic aberration detection, and
edge inconsistencies were commonly used to identify
manipulated regions. However, these methods struggled
against high-quality forgeries and compressed images, which
often masked detectable artifacts. With the rise of deep
learning, automated forgery detection became more efficient.
The growing sophistication of Al-generated images and
videos has necessitated continuous refinements in detection
methodologies to counter emerging threats.

CNNs have remained the dominant approach due to their
ability to learn spatial features from image data. Studies have
shown that CNNs effectively detect copy-move and splicing
forgeries by identifying abrupt changes in texture and pixel
distributions. Transfer learning with pre-trained models such
as VGG16, ResNet, and InceptionNet has further improved
detection accuracy. However, CNNs often struggle with
global dependencies, especially in deepfake detection. Some
studies have attempted to mitigate this limitation by
incorporating statistical methods alongside deep learning to
improve performance. Future research will likely focus on
refining deepfake detection models by improving
interpretability and reducing computational complexity.

Beyond spatial domain analysis, frequency domain
methods have been explored to enhance forgery detection.
Many forgeries leave hidden artifacts in the frequency
spectrum that are not easily detectable in the spatial domain.
Methods such as DFT and DWT have been employed to
detect these anomalies. Studies indicate that forged images
often exhibit unnatural frequency distributions, particularly
in compressed or blended regions. By integrating frequency-
based analysis with deep learning, researchers have improved
robustness against adversarial manipulations and post-
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processing alterations. Future research may explore more
efficient representations of frequency domain data and
additional distinguishing features for detecting manipulated
images. Semi-supervised learning approaches are also being
developed to enhance model performance in scenarios with
limited labeled data.

The emergence of deepfake technology has introduced
new challenges in forgery detection, requiring further
advancements in methodologies. Deepfake videos and
images generated using Generative Adversarial Networks
(GANS) exhibit highly realistic textures, rendering traditional
detection methods ineffective. Researchers have investigated
temporal inconsistencies, physiological cues, and fine-
grained feature analysis to combat deepfakes. Adversarial
training, where models are trained with both real and
manipulated images, has been used to enhance robustness.
Despite these efforts, deepfake detection remains an evolving
field, necessitating continuous innovation.  Future
advancements in real-time deepfake detection and
authentication mechanisms will be crucial in mitigating
digital misinformation and ensuring the credibility of visual
content in an Al-driven world.

111. DATASET DESCRIPTION

The dataset used for forgery image detection consists of a
diverse collection of real and manipulated images, covering
various types of forgeries such as splicing, copy-move, and
deepfakes. It includes well-known benchmark datasets like
CASIA, CoMoFoD, FaceForensics++, and DEFACTO,
which provide high-quality forged images with different
levels of complexity. Each image in the dataset is labeled as
either authentic or tampered, allowing supervised learning
models to be trained effectively. The dataset contains images
in multiple resolutions and formats, ensuring robustness
against different image processing techniques. Additionally,
metadata such as compression levels, editing history, and
image acquisition details are included to facilitate deeper
analysis. By leveraging this dataset, the proposed model can
learn to identify subtle anomalies in both spatial and
frequency domains, improving its ability to detect complex
image manipulations.

The dataset used for forgery image detection is a crucial
component in training and evaluating the proposed model. It
consists of real and manipulated images collected from
multiple sources to ensure diversity and robustness. These
sources include well-known forgery detection datasets such
as CASIA (Chinese Academy of Sciences Image Tampering
Detection Evaluation Database), CoMoFoD (Copy-Move
Forgery Detection Dataset), DEFACTO (DeepFake
Detection Dataset), and FaceForensics++. Each dataset
provides different types of image manipulations, including
splicing, copy-move, and deepfake alterations, making them
ideal for training a comprehensive model that can generalize
well across various forgeries.

To improve the model’s ability to detect forgeries
accurately, the dataset includes both high-resolution and low-
resolution images with different levels of compression and
noise. This ensures that the model can handle images
captured under various real-world conditions, such as
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different lighting, shadows, and textures. The splicing
forgeries in the dataset involve inserting objects or regions
from one image into another, while copy-move forgeries
duplicate sections within the same image to conceal or
manipulate information. Additionally, deepfake forgeries
involve Al-generated synthetic images or face swaps, making
them particularly challenging to detect due to their highly
realistic features.

Each image in the dataset is labeled based on its type of
manipulation, allowing for supervised learning during
training. The annotations include metadata such as the
manipulated region, forgery type, and original source image.
This structured labeling ensures that deep learning models
can learn distinct patterns associated with each type of
forgery. Furthermore, the dataset is balanced to prevent bias,
ensuring that the model does not favor one type of forgery
over another. This is particularly important in deepfake
detection, where synthetic images can closely resemble real
ones, making classification more complex. To enhance the
model’s learning capability, the dataset undergoes various
preprocessing steps before training. These include image
resizing, normalization, and augmentation techniques such as
rotation, flipping, brightness adjustments, and Gaussian noise
addition. Augmentation helps in increasing dataset diversity,
preventing overfitting, and ensuring the model can generalize
well across different real-world scenarios. Additionally,
images are converted into different color spaces (RGB,
grayscale, and HSV) to extract multiple feature
representations, improving the effectiveness of deep learning
models in detecting manipulated regions. One of the key
aspects of this dataset is the incorporation of frequency
domain analysis for enhanced forgery detection. Unlike
traditional spatial domain approaches, frequency-based
methods help in detecting hidden artifacts, compression
inconsistencies, and unnatural frequency distributions that
result from image manipulations. Techniques such as
Discrete Fourier Transform (DFT), Discrete Wavelet
Transform (DWT), and High-Frequency Residual Analysis
are applied to analyze frequency components, improving the
detection of subtle forgery traces. By combining spatial and
frequency domain features, the dataset provides a more
comprehensive representation for the model. To evaluate the
model’s performance, the dataset is split into training,
validation, and testing sets using a stratified sampling
approach. This ensures that all types of forgeries are well-
represented in each split, preventing data imbalance issues.
The training set is used for model learning, while the
validation set helps in fine-tuning hyperparameters and
preventing overfitting. The test set contains unseen forgeries
to evaluate the model’s generalization capability.
Additionally, performance metrics such as accuracy,
precision, recall, Fl-score, and AUC-ROC are used to
measure the effectiveness of the proposed forgery detection
approach.

Overall, the dataset provides a rich and diverse set of real
and manipulated images, enabling the development of a
robust forgery detection system. The combination of spatial
and frequency domain analysis, proper labeling,
augmentation techniques, and diverse image sources ensures
that the model can detect a wide range of manipulations
effectively. As image forgery techniques continue to evolve,
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continuously updating and expanding the dataset with new
types of manipulated images will further enhance the model’s
accuracy and reliability in real-world applications.

V. WORK FLOW

The workflow of the proposed real-time deepfake
detection and authenticity verification system is designed to
integrate  Convolutional Neural Networks (CNNSs), and
Temporal Consistency Analysis (TCA) to improve accuracy
in identifying manipulated frames. The process consists of
multiple stages, including data collection, preprocessing,
feature extraction, model training, real-time inference, and
verification, ensuring a comprehensive approach to detecting
deepfake videos in a continuous streaming environment. The
first step in the workflow is data collection, where a dataset
comprising real and deepfake frames is gathered. Benchmark
datasets such as FaceForensics++, Celeb-DF, DFDC, and
DeepFakeTIMIT are used to ensure diversity in manipulation
techniques. The dataset includes various deepfake forgery
types, such as GAN-based synthesis and face-swapping,
providing a robust foundation for model training.

Once the dataset is collected, the next step is data
preprocessing,  where  frames  undergo  various
transformations to standardize the input. This includes
resizing frames to a fixed dimension, normalizing pixel
values, and converting frames into different color spaces
(RGB, grayscale, or HSV) to enhance feature extraction.
Additionally, data augmentation techniques such as rotation,
flipping, Gaussian noise addition, and compression artifacts
simulation are applied to improve the model’s generalization
capabilities. The dataset is then split into training, validation,
and testing sets to ensure balanced learning and prevent
overfitting.

Backend

Process Frame

Predict Deepfake

Generate Result

Send Result

Frontend

Receive Result Webcam

Result Display Send Frame

Figl:Work flow of the system
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To extract meaningful features from video frames,
Convolutional Neural Networks (CNNs) are employed as the
first stage of feature extraction. CNNs process frames by
applying convolutional layers, pooling layers, and activation
functions to detect local anomalies such as blending
inconsistencies, texture mismatches, and unnatural facial
expressions. Pre-trained CNN architectures like EfficientNet,
Xception, and ResNet are used to enhance feature extraction
efficiency. Despite CNNs' effectiveness in capturing local
features, they struggle with long-range dependencies. To
address this limitation, CNN are incorporated to analyze
frames from a global perspective. Divide frames into patches
and apply self-attention mechanisms to capture deepfake-
specific patterns, making them highly effective against
sophisticated deepfake manipulations. CSS allow the model
to learn relationships between different regions of a face,
improving forgery detection accuracy.

Apart from spatial domain analysis, Temporal
Consistency Analysis (TCA) is integrated to detect
inconsistencies across consecutive frames in video-based
deepfake detection. TCA techniques such as Optical Flow
Analysis, Blink Rate Detection, and Lip Sync Analysis help
detect unnatural motion artifacts introduced during deepfake
generation. By analyzing frames both spatially and
temporally, the model gains a more comprehensive
understanding of deepfake patterns. The extracted features
from CNNs, and TCA are then concatenated and passed
through a feature fusion layer to create a unified feature
representation. This fusion enables the model to combine
local, global, and temporal features, leading to a more robust
deepfake detection mechanism. Feature fusion ensures that
the model is not reliant on a single detection approach but
rather benefits from the strengths of multiple methodologies.
The feature fusion process involves applying dimensionality
reduction techniques such as Principal Component Analysis
(PCA) and t-Distributed Stochastic Neighbor Embedding (t-
SNE) to retain the most significant features while reducing
computational complexity.

rs N
| capture Frame from Webcam |
" )

v

| send Frame to Backend |
. )

v

| Backend Processes Frame |
\ J

v

| Predict Deepfake .'|

—

[ send Result to Frontend '|

| Display Result |

o

Fig2: Activity Diagram of real time deep fake detection

After feature extraction, the classification model is trained
using supervised learning. A fully connected neural network
processes the fused features and outputs a probability score
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indicating whether the frame is real or manipulated. The
model is trained using a cross-entropy loss function, and
optimization techniques such as Adam and SGD (Stochastic
Gradient Descent) are applied to improve performance.
During the training phase, hyperparameter tuning is
conducted to optimize model performance. Parameters such
as learning rate, batch size, number of layers, and dropout
rates are fine-tuned using techniques like grid search and
random search. The model is trained over multiple epochs,
and validation techniques such as k-fold cross-validation are
used to prevent overfitting and improve generalization.
Additionally, model ensembling techniques such as bagging
and boosting are explored to further enhance classification
accuracy by leveraging multiple models’ predictions.

To evaluate the model, benchmark testing is performed on
unseen frames from the dataset. Metrics such as accuracy,
precision, recall, F1-score, and AUC-ROC curves are used to
assess model performance. The model’s ability to detect
deepfake manipulations is analyzed by testing it against high-
quality and low-quality deepfakes. Stress tests are performed
to assess the robustness of the system against adversarial
attacks and low-resolution video inputs. Once the model is
trained and validated, it is deployed as a real-time application.
The deployment process involves integrating the trained
model into a FastAPI-based backend and a React frontend,
where users can stream live video and receive deepfake
detection results. The system outputs a classification label
along with confidence scores, helping users understand the
likelihood of a video being manipulated.

Real-Time Face Swap Detection
o

Fig3: Interface of real time deep fake detection

For real-time detection applications, WebSocket-based
communication is implemented to enable low-latency
transmission of frames between the frontend and backend.
Deploying the model on cloud-based platforms such as AWS,
Google Cloud, or Azure ensures scalability, while using
TensorFlow Lite or ONNX allows the model to be run
efficiently on edge devices. The integration of hardware
accelerators (GPUs and TPUs) further enhances real-time
detection capabilities. To improve model robustness,
adversarial training is introduced, where the model is exposed
to adversarially generated deepfake frames to enhance its
resistance against sophisticated attacks. This ensures that the
model is not only effective against known deepfake
techniques but can also generalize well to new and emerging
manipulation methods.

A key component of the system is its explainability and
interpretability. Techniques such as Grad-CAM and SHAP



620

(SHapley Additive Explanations) are used to visualize the
decision-making process of the model. This helps users and
forensic analysts understand which regions of a frame
contributed to its classification as real or fake. To ensure
ethical and responsible Al usage, the model undergoes bias
analysis and fairness testing. The dataset is carefully
examined to avoid biases related to specific demographics,
and techniques like data balancing and augmentation are used
to maintain fairness in predictions.

Post-deployment, the system is continuously monitored
and updated to adapt to new deepfake techniques. A feedback
loop is implemented where new cases of manipulated videos
are collected, labeled, and used to retrain the model, ensuring
that it remains up to date with the latest deepfake trends.
Security measures are integrated to prevent adversarial
attacks and tampering with the detection model. Techniques
such as model watermarking and secure inference are
implemented to protect the integrity of the deepfake detection
system. The final step in the workflow is user feedback
collection and iterative improvement. Users provide feedback
on false positives and negatives, allowing researchers to
analyze misclassifications and improve the model further.
Regular updates ensure that the detection system continues to
evolve with advancements in deepfake manipulation
techniques.

Overall, the proposed real-time deepfake detection system
combines the strengths of CNNs and TCA to create a highly
accurate and robust detection framework. By leveraging
feature fusion, adversarial training, real-time deployment,
and user feedback mechanisms, the system enhances video
authenticity verification. This approach ensures that the
detection model remains reliable and adaptable, providing
trustworthy deepfake detection in various real-world
applications, including digital forensics, social media
moderation, and legal investigations.

V. RESUT AND DISCUSSION

The performance of the proposed real-time deepfake
detection system was evaluated using multiple datasets
containing various types of manipulated frames, including
GAN-based synthesis and face-swapping techniques. The
results demonstrate that the combination of Convolutional
Neural Networks (CNNs) and Temporal Consistency
Analysis (TCA) significantly improves detection accuracy
compared to standalone models. By leveraging both spatial
and temporal features, the model effectively identifies subtle
anomalies that traditional methods often miss.

The Convolutional Neural Network (CNN) component of
the system performed exceptionally well in detecting local
inconsistencies, particularly in face-swapping forgeries
where blending artifacts and texture mismatches are present.
The CNN’s ability to extract low-level texture details allowed
it to detect discrepancies in pixel arrangements, revealing
tampered regions. However, CNN models alone struggled
with deepfake forgeries that maintain local consistency while
introducing global inconsistencies that require sequential
frame analysis.

Temporal Consistency Analysis (TCA) played a crucial
role in capturing frame-to-frame anomalies in video
sequences. Unlike CNNs, which focus on single-frame
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features, TCA effectively identified subtle temporal
variations in motion consistency, making it highly effective
in detecting deepfake manipulations. By analyzing frame
sequences, TCA improved detection accuracy, especially in
cases where deep learning-based forgeries attempted to
maintain spatial consistency while altering motion dynamics.

To assess the robustness of the system, multiple
evaluation metrics such as accuracy, precision, recall, and F1-
score were calculated. The combined approach achieved a
high accuracy rate, significantly outperforming individual
models. The ensemble model showed an average accuracy
improvement of 5-10% compared to standalone CNN
models. This improvement demonstrates that combining
spatial and temporal feature extraction methods leads to a
more comprehensive deepfake detection system.

Ablation studies were conducted to understand the
contribution of each component to the overall performance.
The results showed that while CNNs excel at detecting
blending inconsistencies, TCA is more effective for
identifying unnatural motion artifacts. The best performance
was achieved when both techniques were combined,
validating the effectiveness of the multi-model approach in
tackling various types of deepfake forgeries. Another key
observation was the impact of dataset diversity on model
performance. The system performed exceptionally well on
high-quality datasets with diverse deepfake techniques, but
its accuracy dropped slightly when tested on lower-resolution
or heavily compressed videos. This indicates that future work
could focus on improving robustness against compression
artifacts and resolution variations to enhance real-world
applicability. The model's computational efficiency was also
analyzed to assess its feasibility for real-time applications.

Although TCA introduces additional computational
overhead, optimizations such as model pruning, quantization,
and hardware acceleration (e.g., using GPUs or TPUSs) helped
maintain a reasonable inference time. The system is capable
of processing video frames in near real-time, making it
suitable for integration into forensic analysis tools and online
content verification systems.

Fig4:Detection of Real face

Furthermore, the system was tested against adversarial
attacks, where manipulated frames were intentionally altered
to bypass detection. The results indicated that while
traditional CNN-based models were vulnerable to such
attacks, the combination of CNN and TCA improved
robustness by capturing hidden discrepancies. Future
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enhancements could explore adversarial training techniques
to further strengthen model resilience. Overall, the results
highlight the effectiveness of the proposed multi-model
approach in detecting various types of deepfake forgeries. By
integrating CNN and TCA, the system provides a highly
accurate and reliable solution for deepfake detection. The
findings suggest that this approach can be widely adopted in
digital forensics, journalism, social media content
moderation, and legal investigations to ensure the
authenticity of digital media.

The proposed deepfake detection system was further
evaluated across multiple benchmark datasets to test its
generalization capability. When tested on unseen datasets, the
model maintained a high accuracy rate, demonstrating its
ability to detect forgeries beyond the training data. This
highlights the system’s robustness in identifying manipulated
frames regardless of variations in lighting, texture, and
resolution. However, slight performance drops were
observed when dealing with highly compressed videos,
suggesting that future improvements could focus on
developing preprocessing techniques to enhance detection
accuracy in such cases.

Another critical aspect of evaluation was the model’s
performance in real-world scenarios. The system was tested
on social media videos and forensic datasets containing real-
life manipulated content. Despite the complexity of these
videos, the model successfully detected forgeries in most
cases, proving its applicability in practical scenarios. The
results emphasize the importance of combining multiple
detection techniques, as real-world deepfake forgeries often
involve sophisticated editing methods that a single model
might fail to recognize.

An important metric analyzed was the false positive rate,
where the system mistakenly flagged authentic frames as
forgeries. While the false positive rate was relatively low,
certain challenging cases, such as videos with natural lighting
inconsistencies or noise, occasionally triggered false alarms.
This suggests that incorporating additional post-processing
steps, such as contextual analysis or human verification for
critical applications, could further refine the system’s
accuracy and reduce unnecessary alerts.

Analysis Result

Fig5:Detection of fake face

To assess the impact of dataset imbalance, additional
experiments were conducted using different class
distributions of real and forged frames. The model’s
performance remained stable, indicating that techniques like
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data augmentation and balanced sampling contributed to
reducing biases. However, extreme class imbalances still led
to minor reductions in recall, suggesting that future iterations
of the system could incorporate advanced techniques like
adaptive reweighting to handle skewed data distributions
more effectively.

Finally, qualitative analysis of misclassified frames
provided insights into potential areas for improvement. Some
deepfake forgeries, particularly those generated by advanced
Al models, exhibited minimal detectable anomalies in spatial
and temporal domains. This suggests that future work could
explore incorporating additional deepfake detection methods,
such as analyzing biological inconsistencies (e.g., unnatural
eye movements or facial distortions in videos). The
integration of deep learning-based forensic tools, such as
attention-based anomaly detection, could further enhance the
system’s ability to detect increasingly sophisticated
manipulations.

The results of the proposed multi-model deepfake
detection system demonstrate its effectiveness in identifying
manipulated frames with high accuracy. By integrating
Convolutional Neural Networks (CNN) and Temporal
Consistency Analysis (TCA), the model achieves superior
performance compared to traditional single-method
approaches. The evaluation metrics, including accuracy,
precision, recall, F1-score, and AUC-ROC, indicate that the
hybrid approach significantly enhances detection capabilities
across different deepfake forgery types.

A detailed comparison of the model’s performance with
existing deepfake detection techniques highlights its
robustness.  Traditional CNN-based methods show
limitations in capturing frame-to-frame inconsistencies,
making them less effective for detecting sophisticated
deepfake manipulations. On the other hand, TCA improves
the detection of temporal anomalies but struggles with fine-
grained pixel-level inconsistencies. The fusion of these
techniques results in a significant improvement in the
model’s ability to generalize across diverse deepfake
datasets, outperforming state-of-the-art forgery detection
models.

Further analysis of the results shows that the proposed
model performs exceptionally well in detecting face-
swapping and synthetic deepfake forgeries, achieving an F1-
score above 95%. However, detecting highly realistic
deepfake manipulations presents more challenges due to their
refined nature. While the model achieves an accuracy of 92%
on deepfakes, there are cases where synthetic videos closely
resemble real ones, leading to false negatives. To address this,
additional fine-tuning using adversarial training and synthetic
data augmentation can further improve deepfake detection
rates. This suggests that continuous dataset expansion and
retraining are necessary to adapt to evolving forgery
techniques.

Overall, the results demonstrate that the proposed multi-
model system provides a highly accurate and reliable solution
for real-time deepfake detection. Future work will focus on
refining the model by incorporating self-supervised learning,
domain adaptation techniques, and real-time deployment
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capabilities to further strengthen its effectiveness in detecting
emerging deepfake methods.

VI. FUTURE SCOPE

The future scope of this forgery detection system includes
improving its robustness against adversarial attacks and
highly sophisticated forgeries. As Al-generated deepfakes
and image manipulation techniques continue to evolve, the
model can be enhanced using adversarial training, where
forged images are deliberately altered to deceive detection
systems. By incorporating GAN-based adversarial learning,
the system can learn to recognize even the most subtle
manipulations, making it more resilient against emerging
forgery techniques. Additionally, implementing continual
learning strategies can enable the model to adapt dynamically
to newly emerging forgery patterns, ensuring its effectiveness
in detecting manipulations across a wide range of datasets
and real-world applications.

Another significant future enhancement is the real-time
deployment of the model in various digital forensics and
cybersecurity applications. By optimizing the model for low-
latency inference using edge computing and GPU
acceleration, it can be integrated into mobile applications,
social media platforms, and news verification tools to prevent
the spread of misinformation. The development of a scalable
cloud-based solution can further enhance accessibility,
allowing users to verify the authenticity of digital media in
real time. This can be especially useful for journalists, fact-
checking organizations, and online content moderators who
need immediate detection capabilities to prevent the spread
of manipulated content.

In addition to improving real-time capabilities, the
integration of explainable Al (XAl) techniques can enhance
transparency in the decision-making process of the model. By
providing interpretable results through saliency maps and
feature attribution methods, users can better understand why
a particular image is classified as manipulated or authentic.
This can be particularly beneficial for forensic analysts and
legal experts who require detailed insights into the forgery
detection process to support investigations and legal
proceedings.

Furthermore, developing an automated forgery detection
API can provide easy accessibility for organizations and law
enforcement agencies to validate the authenticity of digital
images. Such an API can be designed to support multiple
input formats, including images, videos, and multimedia
files, allowing for a comprehensive and user-friendly
verification system. The inclusion of blockchain-based
authentication mechanisms can further strengthen the
integrity of digital media by securely recording the history of
modifications and ensuring the authenticity of original
content.

Lastly, the system can be extended to video forgery
detection, particularly for deepfake videos, where fake facial
expressions and voice manipulations are becoming
increasingly realistic. By integrating temporal analysis
techniques, such as motion consistency checks, facial
landmark tracking, and audio-visual synchronization, the
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model can detect inconsistencies across video frames more
effectively. Advanced scene understanding methods can also
be employed to distinguish between real and forged elements
within a video, improving the overall accuracy of the
detection system.

Future research could also explore multi-modal forgery
detection, combining image, video, and audio analysis to
create a comprehensive system for detecting digital media
manipulation across different formats. By leveraging Al-
driven forensic techniques, such as speech synthesis
detection and physiological signal analysis, the system can
improve its ability to detect sophisticated synthetic forgeries
that extend beyond visual anomalies. These advancements
will play a crucial role in safeguarding digital content
authenticity and preventing the malicious use of Al-generated
manipulations in critical domains such as journalism,
security, and digital forensics.

VIl. CONCLUSION

The proposed real-time deepfake detection and
authenticity verification system successfully integrates
Convolutional Neural Networks (CNN) and advanced spatial
and frequency-based analysis techniques to enhance the
accuracy and robustness of forgery detection. By leveraging
both local feature extraction and frequency domain analysis,
the system effectively identifies various types of deepfake
manipulations and synthetic media alterations. The results
demonstrate that this approach improves the system’s ability
to detect forged frames with higher precision compared to
conventional methods. Through extensive testing on multiple
datasets, the system has proven to be highly reliable and
generalizable, maintaining strong performance even when
evaluated on real-time streaming data and previously unseen
manipulated content. The low false positive rate and high
recall make it suitable for practical applications in digital
forensics, cybersecurity, and online media verification. While
minor challenges remain, such as handling highly
compressed video frames and sophisticated adversarial
attacks, the study highlights the effectiveness of combining
multiple analysis techniques to enhance deepfake detection
mechanisms.

In the future, further advancements can be made by
incorporating adversarial learning techniques, real-time
model optimization, and multimodal verification, including
audio-visual consistency checks, to improve the system’s
capabilities. The potential applications of this technology
extend to law enforcement, journalism, and social media
content moderation, helping to mitigate the spread of
misinformation and ensure the authenticity of digital media.
With continued improvements, this approach can contribute
significantly to the field of real-time media forensics,
providing a robust and scalable solution for detecting
deepfake manipulations in an era of increasing digital
deception.
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